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Incidents/Articles of Note:

Semiconductor manufacturer Semikron hit by LV ransomware attack
Twitter confirms data breach that affected millions of accounts
Cryptoverse: Blockchain bridges fall into troubled waters
Twilio hacked by phishing campaign targeting internet companies
Cloudflare employees also hit by hackers behind Twilio breach
Email marketing firm hacked to steal crypto-focused mailing lists
Email scammers bilked VCU out of nearly $470,000, U.S. officials say
Virginia Man Charged with Conspiring to Lauder Money
Posing as Contractors, Nigerians Scammed Project Owners for Nearly $6M,
FBI Says
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https://www.bleepingcomputer.com/news/security/semiconductor-manufacturer-semikron-hit-by-lv-ransomware-attack/
https://www.androidpolice.com/twitter-confirms-july-2022-breach/
https://www.reuters.com/business/future-of-money/cryptoverse-blockchain-bridges-fall-into-troubled-waters-2022-08-09/
https://techcrunch.com/2022/08/08/twilio-breach-customer-data/
https://www.bleepingcomputer.com/news/security/cloudflare-employees-also-hit-by-hackers-behind-twilio-breach/
https://www.bleepingcomputer.com/news/security/email-marketing-firm-hacked-to-steal-crypto-focused-mailing-lists/
https://www.washingtonpost.com/dc-md-va/2022/08/11/vcu-email-scam-extradition/
https://www.justice.gov/usao-nj/pr/virginia-man-charged-conspiring-launder-money-obtained-internet-enabled-romance-scams
https://www.enr.com/articles/54623-posing-as-contractors-nigerians-scammed-project-owners-for-nearly-6m-fbi-says
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Resource | AARP

AARP Can Help you Protect 
Yourself from Fraud and 
Scams
Scammers operate in communities large 
and small across our nation, and 
vigilance against scammers is our 
number one weapon. The AARP Fraud 
Watch Network is working to empower 
you in the fight against fraud by putting 
proven tools and resources right at your 
fingertips.

View Resource

Resource | DOJ

Financial Fraud Targeting 
Older Americans
Millions of older Americans lose money 
to financial fraud and scams each year. 
Scammers will try to contact you in
person, on the phone, through the
computer, radio, TV ads, email, and
text. They often pressure you to act
quickly. But YOU have the power to 
stop these scammers and the right to 
say "NO".

View Resource

- Tools and Resources -

https://www.placer.ca.gov/DocumentCenter/View/52016/662400-Fraud-FWN-Trifold-Brochure-1-2019?bidId=
https://frederickcountymd.gov/DocumentCenter/View/339695/5-most-common-scams
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


Not a VFC Shield Member?

Join Today

 
 

Virginia Shield Coalition
 

"Awareness Through Information Sharing"
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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